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The Importance of Data Protection 
 
Every organization relies on the integrity 
of data for sustaining its business. If that 
information is lost, the likelihood of the 
business’ survival decreases dramatically 
-- one estimate claims that 7 out of 10 
small firms that experience a major data 
loss go out of business within one year.  
 
Thus, it strongly behooves any 
organization to protect the data stored on 
its networks from failures, corruption and 
loss -- and to do so as quickly, efficiently 
and cost-effectively as possible. 
 
It is IT’s responsibility to protect their 
company’s information assets and 
mitigate the risk of data loss. IT 
understands – likely through experience -
- the economic consequences of data loss 
or unavailability, as they’ve spent 
countless hours recovering data from 
tape, dealing with backup failures and not 
being able to meet their backup window. 
That understanding, and their companies’ 
requirements for data availability, should 
drive the organization’s data protection 
strategy.  
 
Building A Data Protection Strategy 
 
In formulating a data protection strategy, 
IT needs to consider a number of factors:  
 

• How to protect the data on the 
network, how to meet the proper 

service levels for that data and 
how to do it most cost-effectively. 

 
• The amount of data an 

organization can afford to lose, 
which it needs to recover quickly, 
and the length of an outage the 
business can sustain before 
recovery occurs. 

 
• The value of applications and 

their associated data to the 
organization, as well as 
determining how much it would 
cost in both money and lost 
productivity if the applications 
were unavailable. 

 
Then, IT needs to match the recovery 
point objective (RPO) and the recovery 
time objective (RTO) to the appropriate 
level of storage hardware and software. 
 
 
The recovery time objective (RTO) is the 

duration of time and a service level within 

which a business process must be restored to 

avoid unacceptable consequences. 

 

The recovery point objective (RPO) is the 
amount of data lost measured in time. 
 
 
In a nutshell, this requires being able to 
protect the right information with the 
right service level, at the right cost, at the 
right time.  
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The Data Protection Continuum 
 
Organizations cannot afford to protect 
their data with just one technology. Using 
only one form of data protection can 
result in an excessive risk of data loss, or 
the inability to meet service level 
objectives. Less business-critical data may 
be able to be protected with tape backup 
technology, while more business-critical 
data will require disk-based backup 
capability.  
 
Data protection can be looked at as a 
continuum that has multiple dimensions:  
 

• The more valuable the data is to 
the business, the more it needs to 
be protected;  

 
• The more methods of data 

protection deployed, the more 
they cost to implement; and,  

 
• The faster the data recovery 

expected, the more it costs.  
 
Let’s take a look at each of these 
dimensions:  
 
The criticality of business data –The 
business criticality and the business’ 
expectations of availability for data 
dictate how and where it is protected, 
depending on how quickly it must be 
recovered.  
 
A comprehensive tiered data protection 
strategy safeguards data on different 
levels based on its value to the 
organization.  
 

Applications such as customer 
relationship management (CRM) and 
enterprise resource planning (ERP), 
which run on DB2, Oracle, SQL Server and 
Sybase databases, require the highest 
level of protection. Moreover, 
applications such as Microsoft Exchange 
and SQL Server are also assuming a 
business-critical mantle. The RTO for 
these applications must be the shortest 
period of time of all because it is crucial to 
be able to recover this data quickly so 
operations can resume. 
 
Although the recoverability of 
applications such as file sharing or front-
office applications may not be considered 
as business-critical to an organization, or 
as necessary for its survival as 
transactional databases, they still merit 
data protection. Hence, their RTO can be 
greater than that of business-critical 
applications.  
 
Once the value of data and its 
recoverability are assessed, it’s possible 
to select the most appropriate data 
protection tier. In doing so, organizations 
can reduce overall storage costs while 
ensuring that RTO and RPO objectives are 
met effectively. 
 
The cost of implementation and level 
of protection -- Protecting data across 
different tiers does not come without 
cost. IT can implement the least expensive 
tape-based backup scheme and save 
money. In doing so, however, they 
compromise the recoverability of the 
data. It takes longer to recover data from 
tape and the RTO can increase to 
impractical extremes.  
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Tape also affords the lowest level of data 
protection and the highest degree of data 
loss. In addition, taking production 
systems offline to back them up to tape 
may be an untenable operation for 
organizations that operate 24 hours a 
day, 365 days a year. 
 
Tape-based data protection has been 
quickly supplemented with disk-based 
backup technology and virtual tape 
libraries (VTLs), which emulate tape 
operations and provide media 
management functions.  
 

 
 
Data growth, increased service levels for 
availability and regulations such as the 
Health Insurance Portability and 
Accountability Act (HIPAA), BASEL II and 
the Sarbanes-Oxley Act, which mandate 
data protection and recovery, reinforce 
the reasons to implement VTL technology. 
Not only do VTLs protect valuable data, 
they stage it before vaulting it off to tape 
or near-line storage.  
 
Backing up to a VTL, such as Overland 
Storage’s REO 9100 or REO 4500 virtual 
tape libraries, will not only decrease the 
backup window, it will increase the rate 
at which data can be recovered. Coupled 
with data duplication and compression, 

the VTL also allows for scalable data 
growth. With VTL technology, customers 
can maximize their tape investments, 
minimize downtime, effectively eliminate 
the backup window and minimize data 
loss. 
 
Because messaging applications, such as 
Microsoft Exchange, require granular 
recovery of a single mailbox or e-mail 
message, servicing them with VTL 
technology makes a lot of sense. As a 
result, the recovery will be faster and 
more practical than from tape. 
 
As data ages and is accessed less often, it 
can be moved to secondary, near-line 
storage or longer-term tape-based 
archiving. As the data protection scheme 
becomes more complex and as more 
storage hardware is added to the 
configuration, implementation and 
operation costs will once again mount.  
 

 
 
If recovery of archived data needs to 
occur rapidly, implementation of data 
protection to a VTL and a near-line 
archive are highly recommended. For the 
highest level of data protection, add 
replication or vaulting of data to a 
disaster recovery site. 
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Vistage International Implements Two-Tier Data Protection 
 
Carlo Saggese, Vice President of Application Development at San Diego-based Vistage International, a San Diego-
based executive leadership development company, was facing a decreasing backup window and incomplete 
backups.   
 
"We were running an old AIT library and backups were taking up to 36 hours," says Saggese. “We looked at if we 
were backing up all our data, and found the answer was ‘no” -- the backup time was simply too long." 
 
The Challenge: Saggese’s goal was to meet an RTO of 20 minutes. With the amount of digital data growing from 
18 TBs to an estimated 50 TBs as result of a video digitization project, Saggese also needed scalable storage to 
accommodate the growing amount of data. 
 
The Solution: Saggese upgraded to disk-to-disk-to-tape (D2D2T) technology using Overland’s REO 9100C  VTL 
with hardware compression and the NEO 4100 scalable tape library.  He added a REO 9500D de-duplicating VTL 
to retain data on disk.  
 
The Benefit:  With the REO 9100C, which compresses data, Saggese is able to protect twice as much data on half 
as much media. By backing up data to the REO 9100C and then to the NEO 4100 library, he has reduced 
administrative overhead by 25 percent and his backup time by 50 percent. With the de-duplicating VTL, Vistage 
has gotten 10-to-1 or better data compression. Since much of the data on the network is classified as business-
critical – Vistage’s 14,000 C-level members need to access it daily – Saggese’s new system meets his RTO.  
 
"Being on the REO disk, our RTO is very short," says Saggese. "Previously we could have taken up to four days to 
remount, find and recover the data." 
 

 
  

 
Washington and Lee University Deploys A Three-Tier Data Protection Strategy 
 
Jim Bollinger, Systems and Network Engineer for Washington and Lee University in Lexington, VA., was facing 
storage growth that was doubling every two years and straining his data protection scheme. An aging tape 
library, which used SDLT technology, coupled with slow backup performance were causing Bollinger to miss his 
RTO. Data fragmentation issues caused by incompatibilities between his backup software and hardware took an 
inordinate amount of manpower. 

 
The Challenge: Bollinger wanted a system that would meet his RTO, as well as allow him to backup data to disk 
and then to tape. He also wanted a scalable archiving solution.  
 
The Solution:  A REO 4500c was added for additional speed and capacity for Washington and Lee’s disk-based 
backups, allowing them to retain backup data longer. 
 
The Benefit: “We’ve gone from spending eight hours a week managing disk-based backups to a couple of hours 
a year overseeing VTL firmware updates,” says Bollinger. 
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A Panoply of Products 
 
The portfolio of products from Overland 
Storage spans the entire data protection 
continuum. 
  
As the data protection landscape has 
evolved from tape, to disk, to archive in 

the past few years, Overland’s product 
portfolio has expanded to keep pace.  
 
Overland still makes tape libraries and 
autoloaders, but now also counts on its 
ULTAMUS RAID arrays for near-line data 
protection, high availability and for 
managing the rampant growth of data 
generated by high-performance 
applications. 

 
 

ULTAMUS RAID 
 

      
   
Product Capacity  Drive Type Interface 
ULTAMUS RAID 1200 9TB Serial Attached SCSI Fibre Channel 
ULTAMUS RAID 4800 42TB Serial ATA Fibre Channel 
 
Overland’s REO SERIES disk-based 
backup and recovery appliances provide 
top-notch near-line archiving, as well as 
outstanding VTL capability.  
 
Appliances such as the REO 4500C and the 
REO 9100C offer hardware compression 
for organizations intent on managing 

their data growth. The REO 9500D – 
Overland’s top-of-the-line appliance – 
features de-duplication technology, which 
allows backups at 100-200Mbytes/sec., 
and serves as an archiving platform.  With 
capacities ranging from 1 TB to 18 TBs, 
the Overland REO SERIES disk-based 
appliances fit most any need.
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The REO Series Disk Backup and Recovery Appliances 
 

    
 
Product Functionality Capacity (SATA) Interface 
REO 9100, 9100c and 
9500D 

VTL w/ 32 drives, 512 
cartridges and 6 partitions 

3 to 18TB 2 Gigabit Ethernet 
(iSCSI); 2 optional Fibre 
Channel  

REO 4500 and 4500c VTL w/ 32 drives, 51 
cartridges, 6 partitions 

3 to 9TB 2 Gigabit Ethernet 
(iSCSI); 2 optional Fibre 
Channel 

REO 1500 VTL w/32 drives, 180 
cartridges and 4 partitions 

1 to 3TB 1 Gigabit Ethernet (iSCSI) 

 
 

The ARCvault and NEO SERIES Tape Libraries 
 
Overland’s NEO and ARCvault tape libraries and autoloaders complement the REO disk 
products and serve as backup to tape and archiving products. 

                   
 
Product Capacity (TB) Throughput (GB/hr) Interface 
NEO 8000 40 to 400TB 288 (LTO-3), 432 (LTO-4) LVD SCSI, Fibre Channel, iSCSI 
NEO 4200 48 to 96TB 576 (LTO-3), 864 (LTO-4) LVD SCSI, Fibre Channel, iSCSI 
NEO 4100 24 to 48TB 288 (LTO-3) 432 (LTO-4) LVD SCSI, Fibre Channel, iSCSI 
    
NEO 200 4.2 to 24TB 57.6 (SDLT 320, 129.6 (SDLT 

600), 288 (LTO-3), 432 (LTO-4) 
LVD SCSI, Fibre Channel, iSCSI 
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Product Native 

Capacity (TB) 
Throughput (GB/hr) Interface 

ARCvault 12 Autoloader 2.4 to 9.6 86.4 (LTO-2), 216 (LTO-3), 432 (LTO-
4) 

LVD SCSI 

ARCvault 24 Library 4.8 to 19.2 173 (LTO-2), 432 (LTO-3 and LTO-4) LVD SCSI (LTO-2, LTO-3), 
Fibre Channel (LTO-3 and 
LTO-4) 

ARCvault 48 Library 19.2 to 38.4 864 (LTO-3 and LTO-4) LVD SCSI (Ultra 320), 
Fibre Channel (LTO-3 and 
LTO-4) 

 
 
 
SSG-NOW’s Assessment 
 
There is an Overland Storage product to 
fit every need – ranging from traditional 
tape-based libraries and autoloaders to 
virtual tape libraries (VTLs) that perform 
de-duplication and compression.  
 
Overland has hardware solutions for 
straight-and-simple backup, near-line or 
offsite archiving for compliance purposes, 
business continuity or disaster recovery. 
 
The company’s REO appliances have 
clearly emerged as one of the leaders in 
disk-based backup and recovery. 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
Overland’s NEO tape libraries and  
ARCvault autoloaders complement the 
REO appliances, affording small and mid-
sized businesses with a complete disk-to-
disk-to-tape data protection solution.  
Overland’s concept of tiered data 
protection has been well-accepted and  
integrated into the company’s product 
family. It has also been implemented by 
many customers, who have chosen 
Overland Storage products over other 
products in the industry  
 
Storage Strategies NOW believes it is 
important to have a data protection 
strategy that recognizes and takes into 
account all of your applications, data and 
the needs of your business -- and a 
vendor such as Overland, from whom you 
can buy it all.  
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